Chapter 1 – Executive Summary

Chapter 2 – Overview
2-1 Why the MTS is needed:  The Battlefield Distribution Concept, Velocity Management, and Objective Force have an increased reliance on transportation and critical logistical assets.  These critical logistics assets include: medical support, chaplain support, finance support, and military police support.  The Army needs the capability to track the location of vehicles and communicate with vehicle operators providing command and control, in-transit visibility of movements within an area of operations, and the ability to redirect movements based on changes to battlefield requirements.  This capability is needed to provide commanders real time data on the status of movements and to permit commanders to manage individual vehicles.

2-2 Threat:  Army elements will operate worldwide across the range of military operations.  U.S. Forces will be vulnerable to the entire spectrum of threat weaponry and forces.  The likelihood of encountering enemy threat will vary with the level of conflict and geographic area.  Ports, terminals, and major support areas will be attacked as prime targets of opportunity.

2-3 Overarching Concept:  This concept supports the CSS Battle Dynamic Concept.  Chapter 3, para 3-1, of the concept states “Rapid force projection from Continental United States (CONUS) extended lines of communication, and potential forcible entry into logistically bare-based areas of operations require Army development of a logistics system that is versatile, deployable, and expandable.”

2-4 Limitations:  The MTS effectiveness will be substantially reduced if it is not fielded to critical logistics assets and all CSS mission platforms or management elements.

Chapter 3 – Concept


a.  The movement tracking concept focuses on placing a satellite transceiver with built in Military Global Positioning System (MIL GPS) on distribution platforms.  This satellite transceiver gives vehicles two-way data communication capability and the GPS location data will be provided to command and control activities for vehicle asset management and partial in transit visibility of assets.  Positional data is imported from the GPS receiver to the computer of the MTS system.  The positional data is then shared through the satellite with other MTS users (mobile units and control stations) which provides situational awareness for the assets and management information for the logistician at headquarters elements.  


b.  The MTS will be employed theater-wide during all levels of conflict, from war to peace time operations.  Transportation elements will use MTS to monitor and control in-transit status of their equipment moving unit and non-unit equipment, supplies, and personnel throughout the theater transportation system.  The MTS will also provide the capability to synchronize resupply actions with the fluid movements of maneuver forces.  The MTS maximizes critical logistics asset utilization and efficiency, thus reducing overall operational times and associated costs.  Integration of MTS with information management and communications systems [GCSS-Army, Radio Frequency Automatic Identification Technology (RF AIT) technology, and TC-AIMSII] enhances in-transit visibility.

c. Transportation Operations.  

(1) Movement Control:  Movement control elements at all levels, battalion and above, will have the MTS Control Station.  These movement control elements will continue to be the common point of contact in each respective area of responsibility.  The movement control elements must have visibility of all assigned transportation assets, as well as, upper echelon transportation assets in their area of responsibility.  The MTS gives movement control elements the ability to let the commander know where a specific convoy is and when it will arrive at its destination.  The MTS assists all levels of command, battalion and above, in determining the status of subordinate assets and individual companies abilities to perform follow-on tasking.

(2) Transportation Motor Transportation:  The transportation assets at all levels will be equipped with the MTS.  The company operations section will be equipped with a MTS control station and will use the MTS as an operations communications net.  Changes to missions will be passed to the committed vehicles over the MTS.  The vehicle drivers will communicate problems, status, etc. to the company over their MTS.  The drivers will also be able to communicate/monitor information provided by movement control elements using the MTS.  The vehicles will be directed to a new mission, if required, by the company operations section based on tasking provided by the movement control elements.

(3) Brigade/Battalion:  At the Brigade and Battalion levels the Movement Control NCO (MCNCO) will have an MTS Control Station.

(4) Division:  At the Division level the DISCOM Movement Control Officer (MCO) will have the MTS Control Station.  

(5) Corps:  At the Corps level the Corps Movement Control Battalion and Corps Port and Area Movement Control Teams will have the MTS Control Station.  Movement Regulating Teams will be equipped with a vehicle mounted MTS and will provide MSR status at critical points.

(6) Echelons Above Corps (EAC):  At echelons above corps Movement Control Battalions and Corps Port and Area Movement Control Teams will have the MTS Control Station.  Movement Regulating Teams will be equipped with a vehicle mounted MTS and will provide MSR status at critical points.


d.   Traffic Regulation/Control.  MTS will be used by the Military Police at Division and above to track traffic/circulation control teams and to provide Command and Control (C2) information.  The teams will use MTS to pass road condition and enemy action information along the major supply route (MSR) to Movement Regulating Teams (MRT).  The traffic control teams will coordinate closely with the movement control elements to update and pass information on MSR interdiction, traffic congestion, or any other situation influencing movement in the area.  They will pass information to their MTS Control Station or directly to affected transportation.  


e.   Medical Support.  The MTS will enhance medical ambulance operations by providing medical Ambulance Company Commanders with near real-time visibility of ambulance asset locations facilitating tasking/retasking to meet changing requirements and priorities.  MTS will provide ambulance operators and medical staff with the conduit to enable near real-time guidance/technical assistance for the emergency treatment of casualties by ambulance personnel en route.  When integrated with the appropriate medical equipment (other AIT devices), MTS will enable the monitoring of patient vital signs by the destination medical facility.  MTS will be located in medical ambulances at the Corps and Theater levels.

f.  Explosive Ordnance Disposal (EOD) Service Operations.  MTS will assist in the C2 of EOD operations in the Corps and Theater.  MTS will provide commanders of EOD groups, Battalions, and Companies near real-time visibility of response team locations thereby enhancing flexibility in planning operations and tasking.  MTS, integrated with embedded video technology, will provide guidance/technical assistance to EOD personnel when undertaking the many requirements of EOD tasks.  MTS will be located in EOD units at the Corps and Theater levels.

g.  Maintenance Operations.  MTS will give maintenance unit commanders, at Brigade and above, visibility of repair teams and recovery assets.  This capability will enhance maintenance operations planning and facilitate the tasking/retasking of repair/recovery assets.  The flexibility provided by MTS will enable repair/recovery assets to immediately react to the ever changing priorities within the AO.  On the assets, MTS will provide the computing resource to enable diagnostics/prognostics reporting of mission platforms and certain high priority cargos.

h.  Field Service Operations.  MTS will be utilized to track and control the Quartermaster Field Service Company’s Shower, Laundry and Clothing Repair Teams (SLCRTs) deployed within the Divisional area of operations.  An MTS Control Station established at the Company HQ will provide Company Commanders and operations staff with near real-time visibility of, and enable direct communications with SLCRTs as required.  As with SLCRTs, the MTS will be equally applicable to Mortuary Affairs (MA) operations.  It will provide Quartermaster MA Company Commanders and operations staff with near real-time visibility of and enable direct communications with MA collection teams and other MA assets as required.  MTS will be located in Field Service units throughout the Theater.

i.  Finance Management Operations.  The MTS is applicable to Finance Detachment (FD) and Finance Support Team (FST) operations in the echelons above Corps (EAC), Corps, and Division AOs.  A FD will typically provide support to approximately 6000 personnel.  To achieve its mission, a FD is broken into three FSTs, which move from one unit location to another to provide finance support to soldiers and advice and guidance to unit commanders.  MTS will provide FD commanders with near real time visibility of FSTs enabling tasking/retasking as priorities, unit locations, and circumstances change.  MTS will be located in Finance units throughout the Theater.

j.  Religious Support (RS) Operations.  The MTS application to RS is similar to financial management operations.  MTS will also be utilized in EAC, Corps, and Division to enable Unit Ministry Teams (UMTs) and individual UMT members (chaplains or chaplain assistants) to be tracked.  The communications capability inherent to MTS will enable passage of information between chaplains, UMT and UMT members and facilitate en route tasking/retasking as the situation requires.  MTS will provide UMTs with unit locations to facilitate movement from unit to unit or religious group to religious group.  MTS will be located in Unit Ministry Teams throughout the Theater.

k.  Water Transport Operations.  As with ground transportation mode operators, MTS will provide watercraft transportation unit commanders with the capability to track and communicate with surface assets employed across the spectrum of operations:  established ports, LOTS, intra-coastal, inland waterways, and amphibious.  

Chapter 4 – Implications

4-1 Doctrine:  Minimal impact on current doctrine.  The MTS will allow units to perform mission required by current doctrine until Division Redesign Doctrine is refined through Advanced Warfighting Exercises (AWEs).

4-2 Training:  Multimedia training using Interactive Multimedia Instruction (IMI) is the primary method for training  MTS users.  This training satisfies the majority of the requirements for extension, sustainment, collective, and instructor and key personnel training (IKPT) for the mobile unit operator, control station operator, administrator, and supervisor/mangers.  IMI CD-Roms will be fielded with each control station configuration.  The sustainment IMI is available on the following web sites:

            a.  www.gcss-army.lee.army.mil/mts.htm
            b.  www.adtdl.army.mil/atdls.htm
4-3 Organization:  No new organizations will be developed.

4-4 Soldier:  Implementation of this concept will reduce fratricide through enhanced Force Protection capability.  Reduction in driver fatigue and anxiety will also provide a safer operating environment.

Chapter 5 – System Capabilities

5-1 Control Station:  

a.  Overview:  A Control Station is the most capable installation, and is typically installed in an Operations Center environment.  It can perform its function in a parked van or a tented environment as long as it has appropriate power.  It comes equipped with a transceiver; a full sized, laptop PC with a CD-ROM, floppy drive, and larger screen; a PLGR with an external antenna, and a portable inkjet, color printer.  The control station provides both text messaging and mapping capabilities.  A control station creates and controls address groups composed of several V2 mobile units. 
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b. Components:  

(1)  Laptop:  The control station uses a full-sized laptop PC with a CD-ROM, floppy drive, and larger screen.  It has full function MTS capabilities, providing text messaging and mapping functions.
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Inkjet Printer:  The control station uses a color, inkjet printer for making paper copies of maps and messages. 
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(2) Satellite Transceiver:  The satellite transceiver provides linkage, via satellite relay, between different units.  The transceiver requires a clear view of the satellite to perform optimally.  
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(3) Control box:  The Control Box provides power for the MT-2010 Satellite Transceiver.  The control box also provides the data linkage between the Control Station and the MT-2010.
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(4) Port expander:  The port expander provides linkage between the laptop and the control box.  
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(5) PLGR:  The control station uses a precision lightweight GPS receiver or PLGR to provide MTS users situational awareness during field operations.  The PLGR is equipped with an external antenna that greatly enhances its ability to receive timely and accurate data from satellites.  The PLGR uses AC power when used with the MTS control station.
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5-2 Mobile Unit (V2):


a.  Overview:  The Mobile Unit (V2) is the “work horse” unit for MTS.  It allows for a semi-permanent installation in a vehicle. It consists of a satellite transceiver; a small rugged PC compatible computer; and a PLGR with an external antenna.  Like the Control Station, it provides text messaging and a full complement of mapping capabilities, including map overlays (Icons) of other vehicles in the group.  It runs the same messaging and mapping software as the Control Station, but because of its location within the system architecture, it has a different mission than the control station.
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b. Components:

(1) Laptop: The Mobile Unit uses a ruggedized laptop.  It has full function MTS capabilities, providing text messaging and mapping functions.
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(2) Control Box: The Mobile Unit control box provides power for the MT-2010 Satellite Transceiver.  The control box also provides the data linkage between the V2 ruggedized laptop and the MT-2010.
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(3) Satellite transceiver: The satellite transceiver is housed within a plastic, pyramid shaped protective cover.  The transceiver is sealed and has a steel plate on its base.  The satellite transceiver provides linkage, via satellite relay, between different units.  The transceiver requires a clear view of the satellite to perform optimally.

[image: image11.png]



(4) PLGR: The mobile unit uses a precision lightweight GPS receiver or PLGR to provide MTS users situational awareness during field operations.  The PLGR provides operators with global positioning coordinates in military grid format as well as latitude and longitude.
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5-3 MTS Messenger:

a.  Overview: When an MTS user sends a message, the data packet is transmitted up to the satellite, which relays it back down to one of several ground stations located around the world.  Each ground station is equipped with a switch.  The switch determines if the data packet should stay within the current ground station or whether it should be forwarded to another ground station.  Once the data packet has been forwarded to the appropriate switch, the data packet is sent back over a satellite to its intended destination.  When the message is received, the destination returns an acknowledgement over the satellite to the switch, which forwards it to the message sender.  This all happens in less than 30 seconds, sometimes under 10 seconds.
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b. MTS Messenger Capabilities:  The MTS Messenger interface provides

commanders and supervisors with improved communications at all levels.  The functions of MTS Messenger are organized into five menus.

(1) Read Messages menu:  Users may use the Read Messages menu to view the messages that have been sent as well as current messages that have been received.  These functions can be accessed through use of the pull-down menu or the function keys F1 and F6.
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(a) Read Current Messages:  This function allows users to read any messages that have been received during the current logon.
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(b) Reviewing Sent Messages:  This function allows users to read any messages that they have sent during the current logon.

[image: image16.png]To

[Sert

Whees g rewt

x

[5400CS 1

rcvical

Fii Do 07 14:2502 2001

Resend





(2) Send Messages menu:  To send messages with the movement tracking system, users may use the Send Messages menu.  These functions can be accessed through use of the pull-down menu or the function keys F2, F3 and F4.  By using the Send Messages menu, MTS users may send messages to a Control Station, a Mobile Unit, a Group, and to the Contractor Hub.
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(3) Options menu:  MTS Messenger allows users to modify the settings of certain program functions and displays.  These modifications may be selected from the Options menu.  Users may change the format of the latitude – longitude display, set the GPS rate, print the message log, and review the contents of control groups using the Options menu.
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(4) Control Station menu:  The functions contained within the Control Station Menu are available only for Control Station users.  These functions allow control station users to create, modify, and delete control groups.  Control station users may also promote mobile units to control station status and demote them.
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(5) Help menu:  The functions contained within the Help menu are available to all MTS users.  MTS users can use “Command Reference” to display the function key command reference in the display screen.  The “About this program” function will display the version number of the MTS Messenger program.  The I/O Logging, API Logging, and Show Debug Log functions all show protocol traffic to and from the satellite transceiver.  The Debug Log is the only log that will be used by the MTS Administrator. 
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5-4 MTS TracerLink:
a. Overview:  TracerLink is the Commercial-Off-the-Shelf (COTS) mapping software package that comes standard with every Control Station and V2 configuration.  By using TracerLink, MTS users can view NIMA Compressed ARC Digitized Raster Graphics maps.  These maps provide MTS users situational awareness through the use of icons that represent control stations and mobile units.
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b. MTS TracerLink Server Vehicle Kit Control Window:  The Server Vehicle Kit Control Window is a powerful tool that lets the user change the icons (and thus the vehicles) he/she can see on the screen.  Using the Server Vehicle Kit Control tools, the user can perform some of the following functions:  Trace a vehicle’s route; hide a vehicle, or display a vehicle that was previously hidden; hide / display a vehicles name and last position report time.  

There are three tabs used to display information within the Server Vehicle Kit Control window:  Assignments, Selection, and Servers.  The Assignments  XE “TracerLink Mapping:Assignments Tab” 

 XE “TracerLink Mapping:SelectionTab” 

 XE “Assignments Tab (TracerLink)” tab and the Selection tab show the same data but in different view formats.  The Servers tab displays information concerning server support and utilities information and is used primarily by MTS Administrators.

(1) Assignments Tab:  The Assignments tab shows several vehicles, not just the individual vehicle selected.  The Assignments tab shows all the vehicles in a hierarchical fleet view.  
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(2) Selection Tab:  The Selection Tab will only display vehicles that are in the particular location on the map that the user clicked on.  In many cases, it is easier to select a vehicle by clicking on it on the map, and when the Selection tab of the Server Vehicle Kit Control window appears, operate on the vehicle in that window.  
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(3) The Servers tab displays information concerning server support and utilities information and is used primarily by MTS Administrators.
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c. MTS TracerLink Capabilities:  

(1) Autotrack:  The Autotrack function is one of the vehicle displays available to users within the Server Vehicle Kit Control window.  Using the Autotrack function, the map can automatically pan to keep a moving vehicle within the map view.  Whenever the vehicle moves off the edge of the map, the map will automatically shift. 
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(2) Trace:  The Server Vehicle Kit Control window has a Trace function that can provide TracerLink users with detailed information about a vehicle’s past movements.  The map can draw trace lines that show the history of a vehicle’s travels.
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(3) Hiding and Showing an Individual Vehicle’s Name:  TracerLink users may want to show individual vehicle names to facilitate easier identification of units.  Users may also want to hide individual vehicle names to reduce extraneous clutter from the map.  The map can display a tag next to the symbol on the map showing a vehicle’s name.  
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(4) Hiding and Showing Entire Control Groups:  There are times when a user may want to show or hide an entire group (fleet) of vehicles.
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(5) Displaying and Hiding Individual Vehicles:  There are times when a user may want to show or hide a single vehicle.
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(6) Displaying and Hiding Name Labels for an Entire Control Group:  There are times when a user may want to show or hide the name labels for an entire control group.
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(7) Displaying and Hiding Report Time Labels for an Individual Vehicle: The map can display a tag next to the symbol on the map showing the time of the last position and status report from that vehicle.
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(8) Displaying and Hiding Report Time Labels for an Entire Control Group: The last report time for all vehicles in a Control Group can be displayed and hidden via a single command in the Assignments tab of the Server Vehicle Kit Control window.  This saves the user from performing the command on each individual vehicle in the fleet.
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(9) Center on Vehicle: If a vehicle is not shown on the map, the Center on Vehicle function can be invoked to find the vehicle.  This will move the map to show the vehicle in the center.
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d. MTS TracerLink Maps:  TracerLink maps may be viewed either from a compact disk or from the laptop hard drive.  

(1) Viewing CADRG Maps from a CD is recommended when a user only needs to see CADRG maps for a short period of time, or if the CD will be permanently available to the user.
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(2) If users will need the NIMA CADRG maps for a long time, the maps should be loaded to the appropriate map folder on the hard drive.  In order to do this, users will need a CD with NIMA CADRG maps on it.
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5-5 MTS Control Station Operations:  

a. Overview:  The functions contained within the Control Station Menu are available only for Control Station users.  These functions allow control station users to create, modify, and delete control groups.  Control station users may also promote mobile units to control station status and demote them.

[image: image36.png]i MTS Messenge (= 3
BeadMessages SendMessages Optons [[RENERISRRY Helo
AdNewGrap
F1 - Read Messages  F2 - iiodiyGroup tion  F3 - Send to Mobile
Fi - Send to Group  F6 - pao s
[Qutgoing Messages:0[meadVies PromofeMobienCS I pLGR1  [BN 640D 321 XCVA 640D 321 (14271 12/0772001

Derrote CS o Mabile




(1) Add New Group: The Add New Group option allows control station users to add and delete vehicles from a control group.  This option also allows control station users to create new control groups.  
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(2) Modify Group: MTS units can be moved from one group to another. This allows the Control Station operator or MTS Administrator the ability to customize control group to suit the mission.
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(3) Delete Group: The Delete Control Group dialog box allows a Control Station user to view the vehicles that are in the same groups as the Control Station.  The “Select Control Group” list box shows all of the groups to which the Control Station belongs.  For a selected Control Group, the “Vehicles in Group” list box identifies all the vehicles in a selected group.  This list may not be complete because not all vehicles in the group have sent position reports or a sufficient amount of time hasn’t transpired for the messages to identify every unit in the Control Group.

The Delete Control Group dialog box allows the CS user to delete a group that is no longer needed.  If the Control Station user wishes to delete a Control Group, he or she simply selects a line in the Control Group list box, and presses the Delete Group button.
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(4) Promote Mobile to CS:  Under certain situations, a Mobile Unit may need to be promoted to Control Station status.
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(5) Demote CS to Mobile: It is important to note that if a Control Station is assigned to more than one group, it cannot be demoted.
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Chapter 6 – Frequently Asked Questions

What group am I in?

Mobile (V2) users can only be in one group. Control Station (CS) users can be in one or

many groups. To check which group you are a member of, invoke the group message

window (F4) in MTS Messenger.
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Notice that in this window, the user is a member of Group 67. If the user was a Control

Station, the user could use the pull down window to see what other groups the user was

currently a member of.

Note: Groups are assigned numbers in MTS Messenger and letters in TracerLink. 

Why can't I see myself on the map?

If your unit is not appearing on the map, first check to see if you are looking in the right

area of the map. If you still do not see yourself check the following:

(1) Is your transceiver assigned to a group? If you are not assigned to any group, you

will not be able send, receive to any other transceiver. You will also not be able

to see your unit on the map, (see Section 5.3.3).

(2) Is the Vehicle Server window open, and does it show COMM ACTIVE .

(3) The TracerLink map viewer has been disconnected from the Vehicle Server.

Why can’t I see other members of my group?

There are two reasons why you might no see any other units in your group.

(1) If you are not assigned to any group, you will not be able send, receive to any

other transceiver. You will also not be able to see your unit on the map.

(2) It can take several minutes to see your group members appear after starting MTS

Messenger.

Can I print my maps in TracerLink?

There is no direct printing function in TracerLink. However, a user may perform a

screen capture, then paste the screen capture in WordPad, or MS Paint. A screen capture, literally takes a picture of what is on your screen.

(1) To perform a screen capture press the PrtSc button. This button can be found on

the top row of the Control Station laptop keyboard.

(2) Open Word Pad. To open word go to the Start button, select Program Files, then

select Accessories, and finally select WordPad. (Start_Program Files _

Accessories _ WordPad).

(3) Paste the screen capture. To paste the screen capture, choose the Edit menu

option, the select Paste. (Edit _ Paste). A quicker way to do this would be to

press the Ctrl key and the “V” key simultaneously.

Note: Only Control Station users have printers, mobile (V2) users have no printing

capability.

Can I send messages via TracerLink?

No, although there is a message option in TracerLink this option has been disabled for

MTS.

I changed the position display in MTS Messenger to Lat Long but it still

appears as MILGRID. What did I do wrong?

You did not do anything wrong. The Lat Long / MIL GRID position display in MTS

Messenger can take many minutes to change. The display does not change immediately; it only changes after the next position refresh cycle. Positions are refreshed in MTS Messenger every five minutes.

I can’t see messages I sent yesterday. Can I save my messages in MTS

Messenger?

No. For security reasons the Army has required that messages never be saved on any of the MTS computers. Once you close out of MTS Messengers all of your messages will be erased. Control Stations may print a message log, but that log will not be saved on the Control Station computer.

Why can’t I see my vehicle/control station icons?

The unit must be able to see both GPS and Communication Satellites. It must receive

good PLGR information to work properly. First, ensure the Transceiver and PLGRF

antenna have a clear view of the sky. Ensure the antenna is not under camouflage nets or other wised blocked. The PLGR must be properly configured. The PLGR setup should be set for continuous reporting, viewing mixed satellites, and the timer must be off.
Chapter 7 – Security

a.  MTS Security Incidents:  Like many other computer systems, MTS is susceptible to electronic security incidents.  A computer security incident can result from a computer virus, other malicious code, or system penetration.  Without immediate technical expert response, an incident could result in system damage or compromise of unit information regardless of its sensitivity.  Generally, the user will not take any independent corrective action, but will notify the Information Assurance Security Officer (IASO), System Administrator, or their chain of command immediately.  The Information Assurance Security Officer or MTS Administrator may provide guidance or suggest corrective action depending on the nature of the incident.

MTS users must be cognizant of the inherent security requirements of the system, as implied by AR 380-19, Information Systems Security.  Information Security objectives for the MTS operator shall focus on implementation of software controls and physical security measures.

Data to be processed by the MTS has been determined to be sensitive‑but‑unclassified (SBU). In normal operations, this data will not be covered by the privacy act.  The data will include sensitive combat service support data and highly perishable location data of in-transit logistical support vehicles.

All MTS systems are identified by unique identification numbers.  The ID number can represent a mobile unit or a control station.  All identification information as with all data is encrypted.    These ID numbers help operators, supervisors, and system administrators to identify authorized terminals within their area of responsibility and within groupings.

The MTS uses encryption to enhance system security. Encryption in the form of multiple preloaded keys is preloaded at the installation.    All data is wrapped in encryption that is approved for sensitive but unclassified level information and meets all Army standards for information security.

The data being processed by the MTS will include sensitive combat service support data and highly perishable location data of in transit logistical support vehicles.  This information has been determined to be sensitive but unclassified.  User’s and operators have a responsibility to protect the systems’ resources.

b.  MTS Password Security:  The most common technique used to gain unauthorized system access involves password guessing, a form of password cracking.  Password cracking is a technique used to secretly gain system access by using another user's account.  Users often‑select weak passwords that can be guessed easily by knowing a little something about the user, for example, children's names or passwords susceptible to dictionary attacks. (i.e., brute‑force guessing of passwords using a dictionary as the source of guesses).

Users have the responsibility to memorize and protect their own passwords.  Each user who uses the MTS must be aware of and implement the necessary security safeguards contained in applicable regulations.  Users will follow the password guidance that has been established in the MTS security policy.

Chapter 8 – Capabilities/ Interfaces

Future Capabilities:


a. RF AIT:  The MT-2011 transceiver will incorporate an RF AIT interrogator.  The interrogator will read data stored on RF AIT bags placed on cargo and equipment and pass the information to the MTS server.  The MTS server will update the national or regional ITV server to provide near real-time asset visibility.

b. The PLGR will be replaced by a Selective Availability Anti-Spoofing Module (SAASM) which will be imbedded into the transceiver, eliminating the current PLGR device.

c. A mission data loader capability, similar to the one used by FBCB2, will be incorporated into the next generation MTS equipment set.  The mission data loader will provide the capability for map loads, overlays, and other essential mission data.

d. Interfaces: 

Future interfaces will be developed with the following Army systems: 

Combat Service Support Control System (CSSCS) 

Force XXI Battle Command Brigade and Below (FBCB2) 

Global Broadcast System (GBS)

Global Combat Support System (GCSS-Army)

Global Personnel Recovery System (GPRS)

Global Transportation Network (GTN)

Intelligent Road/Rail Information System (IRRIS)

In Transit Visibility (ITV) Server

Joint Total Asset Visibility (JTAV) 
Chapter 9 – System Support

9-1 Organizational Level Maintenance
    
a.  In addition to performing PMCS on the hardware, the MTS user/operator, upon recognizing that the system is not functioning properly, will perform fault diagnostics or troubleshooting procedures authorized for the system.  If the problem continues, the user/operator will call the supporting Army Maintenance Support Activity (AMSA).  The AMSA will assist the operator in troubleshooting the system.  Where the problem exceeds AMSA capabilities, the AMSA technician will log the problem into the maintenance log and refer the unit to the Direct Support Unit Software Support Activity/ Interim Software Support Activity (SSA/ISSA).  The following procedures will be followed:
The unit operator will complete DA Form 2404/DA Form 5988-E or DA Form 2407 in accordance with DA PAM 738-750, The Army Maintenance Management System (TAMMS), identifying the faulty condition and the status provided by the operator diagnostics or the failure symptom at the time of failure.  In addition to the information outlined in DA PAM 738 750, the following information must be annotated on the DA Form 2404/DA Form 5988-E.
9-2 Software Maintenance
a. Upon recognizing that the system is not functioning properly, the user/operator will perform only authorized diagnostics or troubleshooting procedures to determine malfunction cause.  If there is an indication of a software problem, the user/operator should call the system support representative at the designated supporting AMSA.  On request, the S-6/CSSAMO can assist the unit operator in determining if a malfunction is a hardware or software problem.  If required, the  Automation Maintenance Support Activity personnel can call the COMTECH Mobile DataCom Corporation Help Desk at 888-428-2101 for assistance.  If the Help Desk determines that a problem cannot be resolved through telephonic means the caller will be informed of equipment disposition instructions.
Chapter 10 – Troubleshooting

10-1 Control Station Connectivity 

Transceiver:

The Control Station is not a semi-permanently mounted system like the V2. It can be used from a variety of locations, and is not restricted to use with a vehicle.  Ensure that the MTS 2010 transceiver is placed in a location with clear view of the southern sky, avoiding blockage or shadowing from trees, buildings and camouflage netting or screens.  
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Ensure that the 100-foot power-data cable from the transceiver is connected to the satellite terminal J1 port on the side of the control box.  
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Ensure that the control box is connected to the port expander via the RS422 data cable. One end of the cable should be connected to the RS422 port on the Control Box. 
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The other end should be connected to the COM3 port on the port expander device. 
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Ensure that the Control Box power cable is connected to an AC power source.  
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Port Expander: 

Ensure that the port expander is securely fastened to the laptop with Velcro. 
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Use the USB Cable to connect the USB port on the port expander to the upper USB port on the laptop.  
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Laptop:  

Ensure that the laptop power adapter is connected to an AC power source.  The power port on the laptop can be found on left side rear of the laptop.  It does not necessarily need to be the same AC power source as the Control Box.
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Inkjet Printer:  

Verify that the printer is connected to the laptop via the printer cable.  One end of the cable will have a connector with a set of 25 pins; ensure that this end is connected to the large 25-pin port on the rear of the laptop.  
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Ensure that the other end of the cable is connected to the printer. 
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Check that the printer power adapter cable is connected to an AC power supply. 
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PLGR: 

A Hoffman plate should be installed prior to making any connections. 
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Ensure that the retaining nut has been replaced and tightened to secure the plate to the PLGR. 
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 XE “Installation:PLGR (Control Station)”

 XE “PLGR:CS Installation” The 9-pin female RS232 port connector of the PLGR cable should be connected to the 9 pin male COM1 port on the laptop computer.  COM1 is the only RS232 on the laptop. 
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The 15-pin female connector of the PLGR cable should be connected to the top port of the PLGR.   All ports on the PLGR can be found on the back of the device.  
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The remote PLGR antenna cable should be connected to the second port of the PLGR.  
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The remote PLGR “hockey puck” antenna must be secured to the antenna cable.
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The PLGR AC power adapter cable should be connected to the third PLGR port.  
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Ensure that the PLGR power supply is plugged into the wall outlet making sure the voltage selector is in the proper position.  
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Within the CONUS the proper voltage position is 110 volts.  In OCONUS areas the proper voltage position is 220 volts.  Verify the voltage in your area of operation. 
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10-2 Mobile Unit Connectivity

Transceiver: 

Ensure that the transceiver is attached to the A-Kit mounting bracket of the vehicle.
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The lanyard must be attached to the transceiver. 
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The A-Kit power/data cable must be connected to the transceiver.  The power/data cable is part of the A-Kit.  It starts at the Control Box and terminates with a connector that attaches to the transceiver.  
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When the transceiver is not mounted on the vehicle, the power/data cable connector should be stowed on the A-Kit mounting bracket to protect the cable connector. 

[image: image70.png]



Computer:  
Ensure that the ruggedized computer is attached to the A-Kit mounting bracket located inside vehicle.  
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Check to ensure that the data cable is connected to COM2 that is on the bottom side of the computer.  
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Ensure that the other end of the data cable is connected to the RS422 port on the A-Kit’s Control Box. 
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Ensure that the computer power cable is connected to the power port on the computer 
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and to the power port on the A-Kit’s Control Box. 
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PLGR: 

All ports on the PLGR can be found on the back of the device.  
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Ensure that the Hoffman plate is secured to the back of the PLGR.  
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Ensure that the nut to secure the plate to PLGR has been replaced and tightened down.  
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Check that the Hoffman plate ground strap is connected to the ground strap on the vehicle (vehicle ground strap should have previously been installed by the contractor A-Kit installation team).  
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Check the connection of the round 3-pin male military connector on the PLGR cable to the ruggedized computer’s COM 1 serial port.  
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Check to ensure that the 15-pin female connector of the PLGR cable is connected to the top port of the PLGR.  
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Check to ensure that the male end of the PLGR Hockey puck antenna cable is connected to the female connector on the PLGR Hockey puck antenna’s 3” round disk.  
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Check to ensure that the other end of the PLGR Hockey puck antenna cable is connected to the 2nd port of the PLGR.  
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To ensure maximum satellite visibility, the antenna must be placed on the top of the vehicle.
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Check to ensure that the PLGR power cable is connected to the 3rd port of the PLGR (this PLGR power cable should have been previously installed by the contractor A-Kit installation team).  
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Check to ensure that the PLGR is secured in the A-Kit mounting bracket.
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10-3 Troubleshooting

a.  Control Station

(1) Can’t logon to windows

Be sure that you have correctly typed your username and password. Passwords are case sensitive, so ensure that the Caps Lock key is not depressed.

b. Control Station and V2

(1) Error message when starting MTS Messenger
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1. Close MTS Messenger.

2. Restart MTS Messenger. When starting MTS messenger, be sure that the correct COM port has been selected. If you select the incorrect COM port MTS Messenger will not start.  Power down the transceiver, and power it back up. 

· Control Station configurations should use COM3

· Mobile unit configurations should use COM1

· If you still see the “No response from Terminal-Check Cables” error message, go to step 3.

3. Restart MTS Messenger (per the instructions in this manual). If you still see the “No response from Terminal-Check Cables” error message, contact your Control Station Operator or the unit CSSAMO. If they are not able to resolve the issue, they will contact the Comtech Mobile Datacom Support Center.
c. Call Support

Should you encounter other problems please contact your Control Station Operator, System Administrator, or the unit CSSAMO. If they are not able to resolve the issue, they will contact the Comtech Mobile Datacom Support Center.
Chapter 11 – Release Changes
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